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LEGAL FRAMEWORK FOR THE PROTECTION OF 
PERSONAL DATA IN THE REPUBLIC OF AZERBAIJAN 

AND THE EUROPEAN UNION

Personal information refers only to informa-
tion about individuals. What is meant by personal 
information? Personal information means any in-
formation or set of information that identifi es the 
person to whom the information belongs by various 
means. What information is specifi cally included 
in the scope of personal data? The article focuses 
on the explanation of these questions. Personal in-
formation is regulated by the Law of the Republic 
of Azerbaijan dated May 11, 2010 “On personal 
data”. At the same time, there are other legislative 
acts that regulate in this area. The article examines 
the mutual analysis of the legislation of the Repub-
lic of Azerbaijan in this area with the legislation 
of the European Union in the fi rst and second de-
gree, the impact of EU legislation on the legislation 
of the Republic of Azerbaijan in this area, future 
prospects and relevant proposals. The purpose of 
the article is to study the regulatory trends in the 
fi eld of personal data, international, regional, es-
pecially the European Union and the Republic of 
Azerbaijan, the legislative practice, to comment on 
existing gaps, to use EU legislation in a positive 
direction.
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to regulate these areas of information, infor-
mation culture, information security, personal 
data market, privacy, Big data, etc., which have 
no full legal equivalent in our language. One 
of the new regulated areas is personal data and 
their protection. Samuel Warren and Louis 
Brandis, the fi rst American scholars to lay the 
foundations for the right to privacy, the means 
of potential protection, and the importance of 
legal protection in general, argue that the right 
of every individual to respect his or her identi-
ty, religion, and should have the right, even the 
right to be alone. This area of law was refl ected 
in international law before it was created and 
regulated by the domestic legislation of any 
state. They note that intrusion into privacy is 
possible with one of four means:

- interference with private life and work;
- disclosure of shameful private facts to the 

public;
- Undesirable advertising of individuals; 

and
- Assimilation of name or similarity for fi -

nancial advantages [3, p. 54].

The article’s objective is to identify what is 
privacy, what is scope of privacy. How the pri-
vacy law is regulated in Azerbaijan Republic 
and European Union and how international 
law refl ects them? “The right to privacy” was 
recognized as an international human right 
before it was enshrined in the constitution of 
any state. In the years World War II, when 
the human rights system was established, state 
constitutions protected only certain aspects of 

Problem statement
The formation and rapid development of 

the information society, the electronicization of 
processes resulted in the 4th revolution. Such 
globalization necessitates the emergence of new 
legal relations, areas of law, the legal system 
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the inviolability of private life. Such guaran-
tees included, for example, the inviolability of 
the home and correspondence, and the classic 
problem of unfounded searches of the body. 
However, no state constitution provided a gen-
eral guarantee of the right to privacy. Prior 
to the adoption of the Universal Declaration 
of Human Rights in 1948, local legal systems 
protected only certain aspects of what we now 
consider to be the right to privacy. Article 12 of 
the Universal Declaration of Human Rights of 
1948 [16 ] and Article 17 of the International 
Covenant on Civil and Political Rights [15 ] do 
not protect the individual as necessary or in-
suffi cient. Article 17 states that no one shall be 
subjected to arbitrary or unlawful interference 
with his privacy, family life, housing or corre-
spondence, and that his honor and reputation 
shall not be compromised. In the event of such 
interference, everyone has the right to the pro-
tection of the law. 

Basic content
Personal information is inviolable and an 

integral part of your personal life. Legisla-
tion, which includes the inviolability of pri-
vacy, directly refl ects the activities aimed at 
the protection of personal data. Article 8 of 
the European Convention on Fundamental 
Human Rights [17] and Freedoms provides 
for direct respect for private and family life. 
Except as otherwise provided by law, inter-
ference with the exercise of this right is per-
mitted. Due to the application of this article, 
the Court’s interpretation of the concept of 
private life states that private life cannot be 
described in its entirety. This concept is com-
pletely free in relation to each individual, 
and each individual can expand the compo-
nent of this concept himself. The scope of the 
concept can also vary from individual to indi-
vidual. This term is expressed in English as 
“Privacy” and is considered in our language 
as the equivalent of the word personal life. 
However, this concept is not fully covered. 
Because there is no legal or scientifi c expla-
nation of this term. Privacy is a legal category 
in Anglo-Saxon legal systems that encompass-
es the privacy, privacy, and inviolability of the 
individual, as well as other concepts that may 
fall within this framework.

At the same time, in the Referendum of 
March 30, 2009, Article 32 of the Constitution 
of the Republic of Azerbaijan added the right 
to collect, store, use and disseminate informa-
tion about a person’s private life without his 
permission, and everyone has the right to ac-
cess information about him. In addition, every-
one has the right to demand the correction or 
removal (cancellation) of information collected 
about him that is inaccurate, incomplete, as 
well as obtained in violation of the law [1].

In 2016, the European Parliament and the 
Council adopted the European Union General 
Data Protection Regulations 2016/679, which 
came into force on 25 May 2018. The Europe-
an Union’s General Data Protection Regulation 
(GDPR) [12] is being adopted as a new global 
regulation. The Guidelines are based on and 
replaces the 1995 Directive on the Protection 
of Personal Data and the Free Flow of Such 
Data[10]. The rules aim to harmonize data pri-
vacy legislation in Europe to protect individu-
als involved in the processing of personal data 
and the free movement of such information. 
The Regulation apply to both EU citizens and 
non-EU individuals. In general, the Regulation 
promote many innovative innovations. Accord-
ing to the preamble of this directive, matters 
not regulated by this directive are governed by 
the following directives [12].

1.European Union on Privacy and Elec-
tronic Communications Directive (2002) [11].

2.Regulation (EC) No 45/2001 of the Euro-
pean Parliament and of the Council of 18 De-
cember 2000 on the protection of individuals 
with regard to the processing of personal data 
by the Community institutions and bodies and 
on the free movement of such data [13].

3.Directive (EU) 2016/680 of the European 
Parliament and of the Council of 27 April 2016 
on the protection of natural persons with re-
gard to the processing of personal data by com-
petent authorities for the purposes of the pre-
vention, investigation, detection or prosecution 
of criminal offences or the execution of crimi-
nal penalties, and on the free movement of 
such data, and repealing Council Framework 
Decision 2008/977/JHA [14].

The Regulation may be applied by bodies 
not located in the territory of the European 
Union in the following 3 cases:
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From the above, it is clear that these Rules 
have an extraterritorial (exterrorial principle). 
That is, there are no specifi c territorial restric-
tions. Personal information refers only to in-
formation about individuals. What is meant by 
personal information? Personal information 
means any information or set of information 
that identifi es the individual to whom the in-
formation belongs by various means. What in-
formation is specifi cally included in the scope 
of personal data? A person’s name, surname, 
address, contact number, information about his 
parents, family, marital status, bank accounts, 
e-mail address, mobile number, photo, voice 
recording, handprints, etc. are included in his 
personal information. However, not all such in-
formation is considered personal information. 
For example, in order for this information to 
be considered personal data, it must belong 
to a specifi c individual. An absurd e-mail, an 
unknown phone number cannot be consid-
ered personal information. Processing, stor-
ing, collecting, transmitting personal data, etc. 
operators and owners should know in advance 
about the resolution of other procedures. Per-
sonal data owners and operators must protect 
personal data. The protection of personal data 
includes their unauthorized and accidental de-
struction, unlawful interference, loss, altera-
tion, or invalidation. Personal data owners and 
operators must organize an effective solution 
to the above issues and, in accordance with the 

legislation, register 
personal data infor-
mation systems with 
the relevant executive 
authority, ie the Minis-
try of Digital Develop-
ment and Transport. 
Relevant rules for reg-
istration are set by the 
Ministry of Digital De-
velopment and Trans-
port. Personal infor-
mation is regulated by 
the Law of the Repub-
lic of Azerbaijan dated 
May 11, 2010 “On 
personal data”[2]. At 
the same time, there 
are other legislative 

acts that regulate in this area. The article exam-
ines the mutual analysis of the legislation of the 
Republic of Azerbaijan in this area with the leg-
islation of the European Union in the fi rst and 
second degree, the impact of EU legislation on 
the legislation of the Republic of Azerbaijan in 
this area, future prospects and relevant pro-
posals. The purpose of the article is to study 
the regulatory directions of international and 
regional, especially the European Union and 
the Republic of Azerbaijan in the fi eld of per-
sonal data, legislative practice, to comment on 
existing gaps, to use EU legislation in a positive 
direction. According to the legislation of the 
Republic of Azerbaijan, information in the fi eld 
of regulation consists of personal data, state se-
crets, taxes, banking secrets and trade secrets. 
According to the Law of the Republic of Azer-
baijan “On personal data”, personal informa-
tion applies directly to individuals[2]. Personal 
information is any set of information and data 
that directly or indirectly identifi es the individ-
ual to whom the information belongs.Personal 
data can be divided into several groups accord-
ing to their arrangement.gggg gggg
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General information is information that is 
partially and fully known by the society and the 
public, open to a certain category of the pub-
lic, related to work activity, open to civil soci-
ety and certain audiences due to the fact that 
the individual is a socially active person. Such 
information includes the individual’s name, 
surname, e-mail address, place of work, mobile 
phone number, position, etc. Specifi c informa-
tion includes the individual’s religion, race, 
social affi liation, beliefs, health status, prop-
erty status, movable and immovable property 
in his name, information on whether he has a 
criminal record, bank payments, bank history, 
telephone conversations, correspondence, etc. 
The specifi c feature of such information is that 
such information is not made public, i.e any 
third party does not have access to such infor-
mation, except as provided by law.Biometric 
data are physiological and biological character-
istics used to identify a person. Biometric data 
is regulated certain law of Azerbaijan Republic 
[5]. However, this information may not be con-
sidered biometric depending on its purpose. It 
directly depends on where the information is 
processed. For example, an individual’s image 
can be related to general information, to spe-
cifi c information, or to biometric information. 
If a photo of a person is written on a book, it 
is already general information, because it is di-
rectly open to the public. If a photo of his face 
is taken for control and protection when enter-
ing an enterprise or offi ce building, it is already 
biometric information, because in this case the 
photo directly identifi es him. However, if the 
photo of the person is accompanied by infor-
mation that is considered a personal matter in 
connection with his / her employment, then the 
photo is of special nature, because the photo is 
not directly accessible to third parties and is not 
open to the public. Thus, it can be concluded 
that what is important here is not the subject, 
but its purpose. The subject may be the same, 
but if its purpose serves different purposes, the 
legal category is already defi ned here. Who are 
the subjects and operators of personal data? 
First of all, it should be noted that the operator 
of personal data can be both an individual and 
a legal entity. The subject must be only an indi-
vidual. Because we mentioned at the beginning 
of the article that personal data means only in-

formation about individuals. Here is a practical 
example: In order to get regular information 
from the bank, you fi ll out a questionnaire. Your 
personal information, both general and specif-
ic, may be included here. Here, the subject of 
the information providing the information, the 
bank receiving the information is the operator 
of the information, and the information speci-
fi ed in the form is the subject (object) of the 
information. According to the law on personal 
data, the subject of personal data is the person 
about whom the operator collects information. 
Such an issue arises here. The person about 
whom the information is collected is the per-
son to whom the personal information belongs. 
For example, in the fi rst case, the person who 
received the information from the Bank is A, 
and A himself provided this information. In the 
second case, the person who received the infor-
mation from the Bank is A, and A himself pro-
vided B’s information, for example, the person 
entered his parent’s information, not his own, 
when fi lling out the request. The law distin-
guishes between these concepts. This begs the 
question: who should be the subject of the in-
formation? The person who provided it or the 
person to whom the information belongs? The 
information belongs to A, but is provided by 
B. A is the subject of information. Who is B? B 
is the user of the information. The user of the 
information can be a state or local self-govern-
ment body, a legal entity or an individual. The 
user of the information must have the right to 
use personal data or this right must be given 
to them. A user of information means a state 
or local self-government body, legal entity or 
individual who has been granted the right to 
use personal data for the purpose of obtaining 
information for himself.

The Republic of Azerbaijan signed and rati-
fi ed the 1981 Convention on the Ratifi cation of 
the Convention for the Protection of Persons 
Related to the Automated Processing of Per-
sonal Data by the Law of the Republic of Azer-
baijan of September 30, 2009 [4]. This Conven-
tion is contained in the Additional Protocol on 
Control Authorities and the Transboundary 
Data Flow [9]. However, the Republic of Azer-
baijan has not signed this protocol. The Repub-
lic of Azerbaijan, Malta, San Marino and Slo-
venia have signed the Protocol in the member 



Ì³æíàðîäíå ïðàâî

130Íàøå ïðàâî ¹ 1, 2026

states of the Council of Europe [18]. What does 
the signing of this Protocol promise to the Re-
public of Azerbaijan? By signing this Protocol, 
the Republic of Azerbaijan can deepen its inte-
gration into the European Union, organize its 
relations on a broader level, and at the same 
time make the process of harmonizing the leg-
islation of the European Union with the legisla-
tion of other member states. The protocol was 
adopted in 2001. The purpose of the Protocol 
is to improve the provisions and principles of 
the Convention. Improvements are planned in 
two directions:

1) Establishment of a supervisory body to 
ensure the protection of personal data of the 
Parties to the Convention

2) Transboundary transmission of informa-
tion to States not party to the Convention [18].

There is no single specialized body in the 
fi eld of personal data 
protection in the Re-
public of Azerbaijan. 
Relevant activities in 
this area are carried 
out by various local 
executive authorities 
within their respec-
tive areas. However, 
such activities do not 
meet effi ciency stan-
dards due to the lack 
of coordination, and 
the process of pre-
venting violations of 
personal data protec-
tion legislation is dif-
fi cult.

In today’s world, 
where online pro-
cesses are more 
prevalent than live or 
traditional processes, 
the protection of per-
sonal data is at stake, given the high level of 
information exchange, the importance of pro-
tecting fundamental human rights minorities, 
accountability measures and sanctions, and pri-
vacy and privacy. work to bring it to a higher 
level of necessity. At the same time, it is impor-
tant to formulate and review sanctions in this 
area, to ensure that sanctions are adequate to 

protected legal relations and violated rights, 
and to comply with the principles of propor-
tionality and necessity.

Additions and amendments to the legisla-
tion of the Republic of Azerbaijan in the rel-
evant sphere will ensure its more effective reg-
ulation in this sphere in accordance with the 
requirements of the time. The main purpose 
of the article is to study the gaps in this area, to 
formulate relevant scientifi c provisions, and to 
put forward proposals. Accession of the Repub-
lic of Azerbaijan to the Additional Protocol and 
work on the implementation of the obligations 
arising from this Protocol, as well as the estab-
lishment of a body authorized to implement 
these obligations, will be an important step to-
wards the development of legislation and in-
stitutional mechanisms in the fi eld of personal 
data protection.

As mentioned above, there is no specifi c 
body in the fi eld of personal data protection. 
Various government agencies do this within 
their jurisdictions. It is implemented with-
in the Ministry of Digital Development and 
Transport, Ministry of Justice of the Repub-
lic of Azerbaijan, Ministry of Internal Affairs 
of the Republic of Azerbaijan, State Security 
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Service of the Republic of Azerbaijan, Minis-
try of Taxes, Security Service of the President 
of the Republic of Azerbaijan, State Service 
for Special Communications and Informa-
tion Security. If we look at the practice of var-
ious states in implementing the obligations 
arising from the Additional Protocol, we can 
see that many member states have already 
formed such oversight bodies. As required 
by the 1995 Directive, member states must 
establish a single oversight body within their 
territory [10]. However, there are several 
institutions in Austria and the Netherlands. 
One of these bodies is a data protection body, 
and the other is a supervisory body within its 
competence. In contrast to the Directive, the 
Additional Protocol allows Member States to 
have more than one oversight body [9]. Prior 
to the establishment of such an institution in 
Romania, these powers were delegated to the 
Commissioner for Human Rights. In Finland, 
these functions are currently performed by 
the Commissioner for Human Rights. In a 
number of countries, for example, in Aus-
tria and Poland, these control bodies are not 
authorized to stop the actions of a person or 
body acting outside the law on personal data 
[6,p. 25]. Such an oversight body does not 
have the authority to prohibit the processing, 
deletion or destruction of personal informa-
tion. In addition, in these countries, the opin-
ion of such bodies is not taken into account 
when draft-
ing legis-
lation in 
this area. It 
seems that 
the powers 
of such bod-
ies are ex-
tremely lim-
ited, they 
cannot act 
p r o c e d u r -
ally, they 
cannot give 
advice and 
o p i n i o n s , 
they cannot 
conduct re-
search and 

investigation. These bodies are fully consulta-
tive and do not have the force of law. The fact 
that these bodies operate with such incom-
plete powers is completely ineffective. Per-
sonal data control bodies should be the deci-
sive body and report directly to the executive 
body in this area, and provide information 
on the status of activities. In general, these 
agencies should work together with agencies 
that work with personal data. In this case, the 
effectiveness can be restored.

The system of control over the protection 
of personal data of the Federal Republic of 
Germany also differs due to the special struc-
ture of the state itself. The FRG consists of 16 
lands and the land has its own individual con-
trol body. The Federal Republic of Germany 
also oversees personal data legislation and 
data protection. The Federal Commissioner 
was established in 1978[20]. The main pow-
ers of this body were formed after 2006. In 
2006, the German Freedom of Information 
Act was adopted in Germany.

In the UK, the OIC (Offi ce of the Infor-
mation Commissioner) [21] has relatively 
improved powers as a personal information 
oversight body. OIC has the function of mon-
itoring individuals, legal entities, organiza-
tions, institutions working with personal in-
formation. It has the power to impose fi nes 
while controlling them. The IMO also has the 
authority to [21]:
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In France, the Commission on Information 
Technology and Freedoms was established in 
1978 as an independent oversight body that 
is not overseen or instructed by any body. The 
authority of the organization is wide [22]. It 
also has the authority to consent to the process-
ing of sensitive data, including biometric data. 
It also analyzes the extent to which such activi-
ties affect individuals’ privacy and inviolability. 
In accordance with the law, the Commission 
may impose a fi ne of three hundred thousand 
euros on legal entities that violate the law in 
this area. This authority has been given to him 
since 2004. He also has the authority to inform 
the public about the fi ne.Ukraine ratifi ed the 
Additional Protocol in 2010. In 2011, the State 
Service for the Protection of Personal Data was 
established. The service is an executive body 
and reports to the Ministry of Justice. The In-
stitute for the Protection of Personal Informa-
tion has been established in Georgia [7, p. 3 ]. 
The Institute has been operating since 2013. 
It is independent and not subordinated to any 
organization. The agency reviews citizens’ ap-
peals, monitors the processing of information, 
investigates its legality, and provides advice, 
opinions and suggestions in this area. Makes an 
annual report. Russia has a rule that it does not 
send any information to a country that has not 
adopted such EU legislation without the con-
sent of the individual. The Federal Service for 
Communications, Information Technology and 
Media Control operates here.

The Law of the Republic of Azerbaijan on 
Access to Information contains the issue of es-
tablishing an “Information Commissioner”. 
However, since the law was amended in 2012, 
this position has been transferred to the Hu-
man Rights Ombudsman. However, despite the 
Ombudsman’s annual general report, it does 
not report in this area alone. This has a direct 
impact on the effectiveness of the activity.

Conclusions
It is clear from the activities of the legisla-

tive and regulatory bodies of many of the above 
countries that most of these bodies are non-in-
dependent. An independent and incompletely 
competent body cannot defend any legal rela-
tionship. When establishing an organization, 
fi rst of all, its functions, powers, responsibilities 

and duties, budget, sphere of activity and juris-
diction of the subject must be clearly defi ned. 
Otherwise, the activity of the institution is inef-
fective and is not taken seriously by the society, 
and there is no public trust in the institution.
Taking into account the above, it is necessary to 
pay attention and take into account a number 
of issues when assuming the accession of the 
Republic of Azerbaijan to the Additional Pro-
tocol and the obligations arising from it. First 
of all, let’s pay attention to the organizational 
form of the control body. We mentioned above 
that one or more institutions can be created. It 
would be more effective to create a single body 
and create information departments for differ-
ent groups, or rather for the regulatory sphere. 
The institution should be subordinated to the 
Ministry of Digital Development and Commu-
nications. Powers, duration, budget, members, 
personnel and resources, activities shall be de-
termined directly by the Ministry. In the fi eld 
of information in some executive bodies, the 
powers delegated to various bodies should be 
transferred to this body.

According to the additional protocol, in-
dividuals can apply for the processing of their 
information. If it is possible to fi le such a peti-
tion in the Republic of Azerbaijan, it will have 
the right to make decisions in the purely in-
formation sphere and use these decisions as a 
precedent. The petition can be submitted to 
this oversight body, as well as an independent 
specialized court can be established in this area. 
The establishment of a specialized court may 
not be necessary at this time, as the burden 
of litigation in this area is currently small. At 
a time when developing, globalizing and elec-
tronic processes are at their peak, the imple-
mentation of general management, implemen-
tation, control, educational processes in elec-
tronic form in our society increases the need 
for regulation in this area, and violations of the 
law are inevitable. Given this, the establishment 
of a specialized court as a future perspective, 
the separation of such cases from general juris-
diction will reduce the burden on the general 
court and create conditions for more effective 
decision-making in this area. Of course, this 
can be considered as a future perspective.

Article 375 of the Code of Administrative 
Offenses of the Azerbaijan Republic provides 
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for an administrative fi ne for violation of the 
legislation on personal data. Violation of the 
requirements of this legislation is punishable 
by a fi ne of 300 to 500 manat [23]. Such a low 
level of administrative fi nes can lead to further 
violations of the requirements of the Personal 
Data Act.

For example, the maximum penalty for 
violating the GDPR rules, which came into 
force in May 2018, is up to twenty million 
dollars, or four percent of the violator’s turn-
over (the largest amount is selected). Such 
penalties are imposed for serious violations, 
such as the processing of personal data with-
out the consent of customers, and the dis-
crediting of confi dential information. Such 
a penalty mechanism is important for the 
protection of the rights of operators or other 
authorized persons to personal data subjects. 
We propose to amend the relevant legislation 
of the Republic of Azerbaijan to review the 
sanctions in this area and make the standards 
adequate to the public danger of an adminis-
trative offences or crimes.

In the international arena, there is a con-
cept called the Personal Data Market. The 
personal data market is a database obtained 
by illegal means, methods and techniques 
that break the framework of legal protection. 
In modern times, such internet fraud (inter-
net gambling), misappropriation of people’s 
bank information, various illegal transactions 
on behalf of people, theft of people’s personal 
information (through the acquisition of iden-
tity card information) stems from the forma-
tion of a personal data market. In short, the 
personal data market is made up of informa-
tion stolen by illegal means.
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